SOLUTION BRIEF

Remediation Intelligence:
Go from found to fixed, fast
Overview
At Vulcan, we envision a world in which vulnerabilities
are fixed and eliminated rather than simply managed.
We want our customers to be safe in the face of
attacks because they were able to proactively
preempt attacks before they ever had a chance.
To make this vision a reality, our vulnerability
remediation orchestration and security analytics
platform has been built from the ground up to deliver
a very simple but powerful value proposition:
Get fix done.

Vulcan remediation orchestration and analytics
is based on three pillars:
Prioritize. Using advanced security analytics,
Vulcan prioritizes vulnerabilities based on the
severity of risk in your unique environment, as
well as your ability to fix them.
Remedy. Vulcan curated remediation
intelligence matches the right remedies to
prioritized vulnerabilities, giving IT security
teams ready-to-use solutions rather than
to-do lists.
Automate. Remediation playbooks and
orchestration campaigns automate the entire
fixing process, including remediation and
mitigation actions, verification, and reportingall of which make it easier to monitor the
remediation lifecycle.
This solution brief focuses on Vulcan
remediation intelligence that is at the core
of the “remedy” value delivered through the
Vulcan remediation orchestration platform.

Matching remedies to vulnerabilities:
On target, every time
CHALLENGE

SOLUTION

We’ve all become pretty good at finding
vulnerabilities. But actually fixing them? Many of
us are still doing it the hard way—searching for
fixes in forums and libraries over and over again.
And often this approach is too patch-centric,
when a configuration change, workaround, or
compensating control may achieve the same
effect with less effort and risk.

Vulcan Remediation Intelligence literally hands
you the patch, script, or config guidelines for
each and every vulnerability so that you can
deliver it to the right person and remediate
easily. Operations, development, and security
work hand in hand as a DevSecOps team,
solving problems quickly and efficiently.

Vulnerability
scan data

Vendor remediation
measures
TM

Threat intel
(multiple sources)

Remediation
Intelligence

Customized, prioritized
remedy recommendations
(patches, confguration
scripts, workarounds,
compensating controls)

Superseding
Windows KBs

Internal
asset-status data

VULCAN REMEDIATION
INTELLIGENCE CONTINUOUSLY:
Gathers external data on threat intelligence
and vendor-prescribed remediation measures
Identifies superseding Windows KBs for
Windows vulnerabilities
Leverages internal asset-status data (from
CMDBs, cloud providers, change management
systems, etc.) with detected vulnerabilities
(from security assessment scanners), all
correlated via the Vulcan platform

Enriches the variety of remedies available by
offering the newest, most-effective patching,
scripts and fallback handling along with its
own algorithm-generated and handcrafted
workarounds or compensating controls.
Vulcan’s expert researchers also add solutions
from different sources “in the wild”

Remediation intelligence leverages this real-time
knowledge base to recommend and prioritize
remedies that match the organization’s specific
environment (hybrid cloud, Windows or Linux,
etc.) and align with its risk appetite.

control, or mitigating action—and outline the
exact steps to deploy it. By delivering solutions
instead of problems, Vulcan remediation
intelligence and Vulcan Remedy Cloud reduce
the workload across operations, development,
and security teams.

BENEFIT

There’s also Vulcan Remedy Cloud, a free and
searchable library of curated remedies for
thousands of vulnerabilities.

Spend less time searching and more time fixing.
Remediation intelligence makes sure the right
remedies get to the right people, right away.
We curate the best fix—be it a patch,
configuration script, workaround, compensating
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This is a print spooler vulnerability similar to CVE-2020-1048, but it uses a specially-crafted *.SHD to trigger a print to a
trusted location. Introduced at Blackhat on August 6, 2020, a patch is expected to appear next week in Microsoft's…
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CVE-2019-021
Versions of the Official Alpine Linux Docker images (since v3.3) contain a NULL password for the `root` user. This
vulnerability appears to be the result of a regression introduced in December of 2015. Due to the nature of this issue,..

See Details >
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CVE-2019-14287 (sudo vulnerability)

7

Joe Vennix discovered that sudo, a program designed to provide limited super user privileges to specific users, when
configured to allow a user to run commands as an arbitrary user via the ALL keyword in a Runas specification…
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Figure 1: Vulcan Remedy Cloud is a free and searchable library of curated remedies
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Use case:
The right fix and the right script
SOLUTION

Here is an example of how Remedy Cloud can
be used to quickly pinpoint the right fix for a
vulnerability and deliver a downloadable script
for implementing the fix via your configuration
automation tool of choice.

Applying the OS filter [2-1] for “Redhat” in the
Remedy Cloud results reduced the number of
fixes to six, and filtering further to OS version [2-2]
“Redhat7” left us with just two results. You can
then click “Get a Script [2-3]”to download Ansible,
Chef, and Puppet configuration automation scripts
for implementing the required configuration changes.

CHALLENGE
C VE-2017-14491 is a well-known dnsmasq
vulnerability that is notoriously difficult to fix.
A quick search for that vulnerability in Remedy
Cloud returns 91 (!) fixes.

BENEFIT
Remediation intelligence ensures that the right
team automatically gets the right script for the
right fix rather than expending time and energy
on manually assessing all the possible fixes to
find the one most suited to your environment.
This is the backbone of “get fix done” at scale.
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CVE-2019-14287
CVSS 9.8 Critical severity
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NDV

This is a print spooler vulnerability similar to CVE-2020-1048, but it uses a specially-crafted *.SHD to trigger a print to a trusted location. Introduced
at Blackhat on August 6, 2020, a patch is expected to appear next week in Microsoft’s patch Tuesday.The vulnerability does require low privilege
access and for the spooler service to restart.PoC will be uploaded to https://github.com/SafeBreach-abs/spooler on August 12.
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4 FIXES found:
[SECURITY] [DLA 2509-1] tzdata new upstream version
VERSION UPDATE
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Figure 2: Filtering for the right fix and right script
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Key features
VULCAN REMEDY CLOUD
Free service available at
https://vulcan.io/remedy-cloud

Bob Rudis , Rapid7
Chief Security Data Scientis

Offers a curated library of remedies for tens of
thousands of vulnerabilities
Continuously tracks known vulnerabilities and
delivers recommended remedies as a service
to security and IT operations teams

“This is an excellent resource from Vulcan
Cyber. They call it Remedy Cloud and it
has great info including mitigations for
CVs and vulnerabilities. This should be
in ever y defender's toolbox.”

Includes patches, configuration scripts,
workarounds, and compensating controls

VULCAN REMEDIATION INTELLIGENCE
Maintains a real-time map of the
organization’s assets in order to assess
the relevance and severity of detected
vulnerabilities, as well as the potential to fix
them, within context
Uses machine learning and advanced risk
algorithms to fine-tune vulnerability fixes
beyond generic patches and workarounds
For each detected vulnerability, provides a
concise view of its impact on the organization
and the most-relevant remediation measures

Generates plug-and-play deployment scripts
using different delivery tools compatible with
the organization’s Linux and Windows patch
and configuration management frameworks
Supports automated triggering of deployment
scripts according to predefined vulnerability
and asset criteria in remediation playbooks
Builds a log of all remediation activities for
enhanced cross-team collaboration and
compliance auditing, plus integrates with
existing collaboration and ticketing tools

About Vulcan

Get fix done.

The powerful Vulcan remediation orchestration
and security analytics platform hands teams the
exact priorities, remedies, and automation they
need to get fix done. Unlike typical vulnerability
management tools that simply give you an
endless to-fix list, Vulcan prioritizes based
on both severity and fixability, hands you the
ideal remedy for the job, then orchestrates
and automates the entire fixing process. That’s
why industry leaders like Snowflake, Clarivate,
Informatica, and Blue Cross Blue Shield already
use Vulcan to fix more vulnerabilities while
spending 85% less time doing so.

Starting today by using Vulcan Remedy Cloud
or by requesting access to Vulcan Free. If you’d
like more information before diving in we’d be
happy to provide a custom demo for your team.
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